
Xposure Security 
Monitor 

Automated 
Security 

Monitoring 
 
• Real Time Analysis and 

Correlation 

• Rules-Based Prioritization 
and Notification 

• Automated Threat Identifi-
cation 

• Highly summarized views 
plus drill-down 

• Ad-hoc detail queries for 
forensics / analysis 

• Supports the multi-vendor 
Enterprise 

• Security focused 

• Distributed Model 

6 Areas of Interest: 

Threats 
Probes 
Attacks 
Failed Authentications 

Misuse 
Misconfigured Systems 
Trojan Horses 
Employee Abuse 

Use 
Traffic vs. Capacity 
Traffic by Type 
Misconfigurations / Abuse 

System 
Device & Network Errors 
Misconfigurations 
Failovers 

Admin 
Audit trail 

VPN 
Tunnel Errors 
Tunnel Failures 

the organization’s security poli-
cies and procedures. 

Standard reports are automati-
cally generated.  These provide 
a highly summarized view with 
rapid drilldown to the event 
level to speed the analysis and 
response process. 

The Report Library includes 
popular reports which may be 
generated on an ad-hoc basis. 

The Report Builder supports 
detailed custom investigation—
new reports can be designed 
and added to the Report Library 
as needed.. 

Managing network and system 
security is challenging — the 
security components upon 
which today’s Enterprises are 
built  generate huge volumes of 
event and traffic data.  Unfortu-
nately, there is just too much 
data to make sound security 
decisions with. 

To complicate matters further, 
point solutions such as firewalls, 
Intrusion Detection Systems,  
and servers present their data in 
obscure and inconsistent for-
mats. 

The result of this is that most 
organizations cannot use this 
data to be proactive about secu-
rity.  Log information is typically 
viewed only after-the-fact for 
forensic purposes. 

Xposure is a software tool that 
collects event information from 
multiple sources within the 
Enterprise.  It establishes a com-
mon ground for interpreting 

these events by translating them 
all to a standard security model. 

Once in a common format, 
events from these disparate 
sources can be correlated, pri-
oritized, and acted upon quickly 
and automatically. 

Xposure sorts events into 4 
event categories and 2 traffic 
categories for clear and consis-
tent  alerting, analysis, and re-
porting, regardless of an event’s 
source. 

Enterprise-specific rules are 
applied to all events to ensure 
that automated prioritization, 
alerting, and response reflect 

Managing Xposure 

Real Time and Historical Views 
Xposure provides real time 
management of events to sup-
port rapid response to security 
issues.  It also provides histori-
cal reporting to support proac-
tive planning and maintenance of 
the security infrastructure. 

Security events are processed in 
real time as they are logged by 
security components through-
out the Enterprise. 

Threats are correlated over 
time, point of origin, destina-
tion, and type of attack to facili-
tate detection and subsequent 
investigation. 

Enterprise-specific rules are 
applied to the events to priori-
tize them and choose what ac-
tions should follow—alert, log 
or discard, identify the source, 
or run a custom response pro-

gram.  Automation is the key to 
managing the millions of security 
events that occur each day. 

Historical timeline reports allow 
trends to be easily identified in 
event or traffic volumes to sup-
port planning.  Historical distri-
bution reports allow event and 
traffic profiles to be easily com-
pared over time to identify 
emerging problems. 

Tools for Enhanced Security Management 
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VPN events include establish-
ment and failure of tunnels as 
well as errors and authentica-
tion problems related to VPN 
tunnels. 

Event timelines may be viewed 
at four levels of detail to sup-
port quick  identification of 
issues and drill-down to sup-
port analysis and forensics. 

• Calendar Summary 
• Month 
• Day 
• Event detail 

Rapid response and analysis of 
security events is Xposure’s 
main goal.  To make this possi-
ble, every event received is 
classified and sub-classified 
within four “Areas of Interest”: 

• Threats 
• Administration 
• System 
• VPN 

Threats include any events that 
could represent an attempt to 
probe or compromise security. 

Administration provides an 
audit trail of administrator 
actions on security devices. 

System events include internal 
errors or network / system 
problems that can impact the 
operation of security devices. 

Distribution views allow a pro-
file to be developed of the 
baseline security activity in the 
Enterprise. 

 

Event Reporting 

 

security boundaries imple-
mented by firewalls, or arbi-
trary custom zones can be 
defined (e.g. to segregate traffic 
by customer in an ASP setting).  
Zone segregation in reporting 
allows traffic to be analyzed 
relative to security objectives 
and policy. 

Traffic in reporting is differenti-
ated between traffic that was  
permitted or denied passage by 
firewall policy.  Permitted traf-
fic  statistics provide a founda-
tion for performance planning 
and bandwidth provisioning.  

Valuable information about 
performance, security threats, 
and configuration errors is 
buried in the volumes of traffic 
detail a firewall can generate. 

Xposure provides a view into 
traffic volumes across four 
dimensions: 

• Time 
• Location 
• Use vs. Misuse 
• Traffic Type 

Timeline traffic reporting  al-
lows changes to traffic profiles 
to be identified through a 
monthly or daily view, identify-
ing growth trends or anoma-
lous activity. 

Reporting by location allows 
the traffic between any pair of 
security zones to be viewed.  
Zones can directly match the 

They can also expose opportu-
nities to further restrict poli-
cies.  Denied traffic statistics 
show intentional or uninten-
tional attempts to violate secu-
rity policy. 

Reporting by traffic type identi-
fies the distribution of network 
services used, allowing anoma-
lous traffic to be readily identi-
fied and quantified.  Well-
known traffic types as well as 
Enterprise-specific custom 
types can be defined to best 
reflect the business’ services 

Traffic Reporting 

Xposure Security Monitor is a trademark of Xposure Security Monitoring Corp. 

Respond quickly 

Minimize Resources 

See the Enterprise 

Plan Effectively 


